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Solution Brief

As the digital world experience evolves, so does the need to protect the identity 
and account data of enterprise customers, who expect a secure digital 
experience from businesses. The Authentication 365 mobile service enables 
multichannel two-factor authentication, adding another layer of security to 
customers’ online accounts, beyond their login and password.

The growing use of mobile and cloud-based 
services significantly increases the probability 
of companies experiencing a costly data breach, 
with some estimates suggesting that 30% to 
50% of online accounts have been breached over 
the past two years. Two-factor authentication 
(2FA) has been demonstrated to reduce online 
account hacks and help prevent fraud. 

Today, SMS-based 2FA and multifactor 
authentication are primary ways to verify an 

online user’s identity when resetting passwords, 
authorizing account access, and validating 
transactions. Our multichannel authentication, 
including SMS-based and CaaS authentication 
service, provides a simple yet highly secure 
method for validating a variety of online and 
mobile transactions for online commerce, 
financial services, and more.

Protecting your most valuable  
asset – your customers
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Solution Brief

The Authentication 365 mobile service 
simplifies the fortification of online and mobile 
engagement environments. The service enables 
you to configure tokens – such as one-time 
passwords (OTPs), personal identification 
numbers (PINs), and verification codes – that are 
tailored to businesses and particular use cases.

The authentication service generates secure 
tokens that are based on implementation of 
industry standard security algorithms. To simplify 
integration into your security solution or Web 
site, we provide a RESTful API cloud service for 
both token generation and token authentication. 

We also provide an administrative user  
interface that allows you to establish  
default token configurations.

Additionally, our authentication service provides 
robust analytics. This gives you the ability to 
monitor authentication token requests and spot 
geographic or context-specific situations to 
improve the identity authentication process.

Enabling end-to-end  
authentication service 

Enabling end-to-end 
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Authenticating identities with 
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Solution Brief

A complete 2FA solution is composed of an 
application-to-person (A2P) messaging service 
that combines extensive global reach, operator-
approved routes, scalability, and local expertise 

and an authentication service with secure, 
geographically redundant servers for generating 
and authenticating industry standard tokens.  
See the figure on the next page.

Enabling end-to-end 
authentication service

Authenticating identities with 
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Authentication 365 provides an end-to-end 2FA 
solution that includes an API for token generation 
and an extensive network to deliver SMSs.
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authentication service

Authenticating identities with 
simple and ubiquitous SMS

Figure: Two-Factor Authentication Service Process Flow
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Authentication 365 uses SMS-based two-factor 
authentication. It can work with SMS 365, 
enterprise service, or with any SMS solution our 
customers may have in place. With its unique 
combination of API and SMS interconnection, 
our authentication service supports a variety of 
use cases across all industry segments.

Our service delivers verification codes and 
one-time passwords and PINs via SMS to 
authenticate user identity. This functionality 
gives enterprises a low-risk solution that offers 
greater confidence in your online service, leading 
to higher customer satisfaction, loyalty, and 

sales. In addition, SMS costs less and is  
faster to implement than traditional  
hardware- or software-based solutions.  
SMS also allows enterprises to deliver  
messages across geographies and, since it  
is available on all devices, enables ubiquitous 
coverage for all customers.

To help ensure speed and reliability in SMS 
delivery, the service uses an advanced mobile 
number resolution system in conjunction with 
high-quality, mobile operator–approved routes 
for message delivery and fail over.

Authentication 365 offers a flexible 
design that enables customized, 
transaction-level authentication services.

Authenticating identities with 
simple and ubiquitous SMS
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With the Authentication 365 mobile service, 
we have delivered a simple, secure, reliable 
multichannel end-to-end solution that helps 
protect your customers as well as your brand. 

The authentication service uses the reach  
and power of SMS 365, enterprise service,  
to provide you with a simple, high-quality  
identity authentication service that can be 
deployed quickly with minimal disruption to  
your digital operations.

SMS 365, enterprise service, combines 
extensive global coverage, high-quality delivery, 
and a comprehensive feature set that enables 
enterprises to engage with customers using 
SMS. This SMS delivery service removes the 

complexity from developing and implementing 
SMS-based mobile services.

Key benefits of enabling two-factor 
authentication with our mobile services include:

• Broad reach in application-to-person (A2P) 
SMS services, with more than 1,000 mobile 
operators in over 220 countries

• Reliable service and accurate delivery 
of messages due to high-quality, mobile 
operator–approved routes and number 
resolution functionality

• Service transparency via robust reporting, 
which includes standardized delivery receipts, 
authentication token requests, and token 
authentication confirmations

Simplifying authentication 
for the digital world

Simplifying authentication for the 
digital world
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Summary

The Authentication 365 mobile service is an 
end-to-end service that enables you to implement 
a multichannel two-factor authentication (2FA) 
service quickly and securely, with authentication 
tailored to your digital business. It helps protect 
the identity and data of your enterprise customers 
by enabling authentication via SMS. RESTful API 
simplifies generation and authentication of tokens 
such as one-time passwords.

Objectives

• Deliver a secure online experience to customers 
to drive trust and customer value

• Strengthen security with two-factor 
authentication

• Validate digital and mobile transactions

Solution

• End-to-end SMS-based and multichannel  
two-factor authentication service for  
confirming identities simply and securely

• Simple RESTful API for requesting generation 
and authentication of 2FA tokens 

• High-quality, mobile operator–approved routes 
for fast and secure SMS delivery

• Administrative user interface for configuration 
and analytics

Benefits

• Reduced risk of identity theft and fraud 
• Greater confidence in security of  

digital transactions
• Improved user loyalty and trust 
• Increased security of business critical  

systems and data
Learn more

To learn more about this service and how your 
business can benefit, contact our sales team today 
or visit us online.
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https://www.sinch.com/


www.sinch.com

Sinch brings businesses and people closer with tools enabling personal engagement. Its leading cloud communications 
platform lets businesses reach every mobile phone on the planet, in seconds or less, through mobile messaging, voice and 
video. Sinch is a trusted software provider to mobile operators, and its platform powers business-critical communications  
for many of the world’s largest companies.

https://www.instagram.com/wearesinch/
https://www.linkedin.com/company/sinch/
https://twitter.com/wearesinch
https://www.facebook.com/wearesinch
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